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gem 'webauthn'

$ bundle #ZEfT

$ bundle
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$ gem install webauthn
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WebAuthn.configure do |config]
# This value needs to match "window.location.origin evaluated by
# the User Agent during registration and authentication ceremonies.
config.origin = "https://auth.example.com"

# Relying Party name for display purposes
config.rp_name = "Example Inc."

end
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challenge,
PublicKeyCredentialCreationOptions user info,

clientDatalSON, . 2
AuthenticatorAttestationResponse
relying party info

attestationObject

RP JavaScript Application
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Browser

relying party id ,

user info, @
relying party info,

clientDataHash

Authenticator

new public key,
credential id, attestationObject
attestation

user verification,
new keypair,
attestation

<%= form with url: registration path, .... do |form| %>

<%= form.text field

<%= form.submit

<% end %>
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def create
user = User.new(username: params|:registration][:username])

create options = WebAuthn::Credential.options for registration(
user: {
name: params|:registration][:username],
id: user.webauthn id
}J
authenticator selection: {
user verification: "required”
require resident key:true

authenticatorAttachment: "platform" ]

if user.valid?
session[:current registration] = { challenge: create options.challenge, user attributes: user.attributes }

respond to do |format|
format.json { render json: create options }
end
else
respond to do |format|
format.json { render json: { errors: user.errors.full messages }, status: :unprocessable entity }
end
end

end
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user verification,
new keypair,
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cred = await navigator.credentials.create(
publicKey: options,

/>
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def callback
webauthn credential = WebAuthn::Credential.from create(params)

begin
webauthn credential.verify(
session[ “current registration”]["challenge"],
user verification:

)

credential = user.credentials.build(
external id: Base64.strict encode64(webauthn credential.raw id),
nickname: params|:credential nickname],
public key: webauthn credential.public key,
sign count: webauthn credential.sign count

if credential.save

sign in(user)

render json: { status: "ok™ }, status: :ok
1s¢
render json: "Couldn't register your Security Key", status: :unprocessable entity
nd
rescue WebAuthn::Error => e
render json: "Verification failed: #{e.message}", status: :unprocessable entity
ensure
session.delete("current registration™)
end

end
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PublicKeyCredentialRequestOptions challenge@ authenticatorData, AuthenticatorAssertionRespons:
signature
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WebAuthnAPI —»
Browser

relying party id, @ authenticatorData
clientDataHash signature

Authenticator

user verification,
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<%= form with url: session path
» 9/ 3 ~+ L4 o 1 ‘,J‘ * 18C YD
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<%= form.submit 'Login’
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<input
required
type="email"

name="email"
autoComplete="username webauthn"
/>
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def create
user = User.find by(username: session params|[:username])

if user
get options = WebAuthn::Credential.options for authentication(
allow: user.credentials.pluck(:external id),
user_verification: "required”

)

session[:current authentication] = { challenge: get options.challenge, username: session params|:username]| }

respond to do |format|
format.json { render json: get options }
end
else
respond to do |format]|
format.json { render json: { errors: ["User C exist™] }, status: :unprocessable entity }
end
end

end
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PublicKeyCredentialRequestOptions7 7 T U LDOHFHND—H

INSX—=5 WA | ErER
challenge v B —/N—THER U TZELE
allowCredentials type: PublicKeyCredential 5 1~
id: create()D & E(CHE U fzCredential ID
transports: Biigs & DWBIEHE
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RPOL XX X%&J6lC. navigator.credentials.get()%& £1T U IR & £17,

clientDatalSON,
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signature
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publickKey%Z F— & LU TPublicKeyCredentialRequestOptions4 I T 0 L &EJE T,

1st cred = await navigator.credentials.get(

publicKey: options,

mediation: conditional ? 'conditional’ : ‘optional’

)5
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S9slar(dChallengefPRelyingParty DiE#EHi & jolc 1 —H & HEFZ U AssertionZ fER S
Do
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signature
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PublicKeyCredential D B4

INSX—=5 tHA

rawld NEROFAIF D/ FJFT—25 (ArrayBuffer)

id NBHSEDFR B - C. ERRIZIE, EFE rawldDBaseb4url = 2 —RL7=T —
7

response DL7 Vv JLERAEEKIC T S FEER DILE

(AuthenticatorAssertionResponse)

AuthenticatorData

BB CEAITBDIAIFT—H

clientDataJSON

DUFT Vv JLERSEEKRDER(CWeb T SO —H\S RS IR 2B

#R (ClientData) MDJSONFE DB

signatur

a8 FE #% 2% £ Bk L72 PublicKeyCredentialiZ %} 3725 %& 4 7 —%, k &

authentlcatorDataQ:ChentData@/\ >z fE (ClienthDataHash) % 1# #5 L7~
—H TR TC, ﬂﬁ%éhki*—ﬁ—@%%%%ﬁﬁb\Téﬁiéhéo

type PublcheyCredentlaI(D’S"l’j BEEpublic-key
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signature

RP JavaScript Application

WebAuthnAPI —»
Browser

relying party id, @ authenticatorData
clientDataHash signature

Authenticator

user verification,
create assertion

Copyright®© Medley, Inc. ALL RIGHTS RESERVED.

48



Ruby G/ X F—
IR

| 6RP (U—/i—) [C&BBERIE R

WUDIE;T_IUT

O MEDLEY

=M=

pb\a

RP(FAssertionZ=REE L. #REEAKINUIZSEREERINET D, TvIaveERTLEY
>3 VID%ZCookielctZw T 35F. —MRAVLEEET —/\ERU KD ICHUBEZ kT
Do

clientDatalSON,
PublicKeyCredentialRequestOptions challenge @ authenticatorData, AuthenticatorAssertionRespons:
signature

RP JavaScript Application
WebAuthnAPI —»

Browser

relying party id, @ authenticatorData
clientDataHash signature

Authenticator

user verification,
create assertion

Copyright© Medley, Inc. ALL RIGHTS RESERVED.

49



DVCDNRAF= | 6RP (Y—/\—) (LK BBRIRIE. 3 O MEDLEY

E 15

def callback
user = User.find by(username: session["current authentication"]["username"”]
‘ ‘current_authentication” ][ "username”]} never initiated sign up"” unless user

"

ise "user #{session|
begin
verified webauthn credential, stored credential = relying party.verify authentication(
params,
session[ "current authentication”]["challenge"],
user verification: true,
) do |webauthn credential|
user.credentials.find by(external id: Base64.strict encode64(webauthn credential.raw id))
end

stored credential.update!(sign count: verified webauthn credential.sign count)
sign in(user)

render json: { status: "ok" }, status: :ok
rescue WebAuthn::Error => e

render json: "Verification failed: #{e.message}", status: :unprocessable entity
ensure

session.delete("current authentication™)
end

end
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